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   Executive Summary 
 
The automation of land records was authorized by the General 
Assembly in legislation in 1996 and continued in various legislative 
sessions through the 2006 General Assembly.  In 2006, the General 
Assembly requested the Virginia Information Technologies Agency 
(VITA) to develop this report: Methods for the Redaction of Social 
Security Numbers from Electronic Land Records. 
 
Redaction is the removal of non-disclosible information from a 
document. For the purpose of this Report “redaction” relates only to the 
automated removal of social security numbers (SSNs) from electronic 
copies of land records maintained by circuit court clerks made available 
via secure remote access.  Original records of the circuit court clerk will 
not be altered.   
 
The redaction of SSNs from land records is accomplished by employing 
directly a software redaction system designed for this purpose.  Such a 
system is designed to defeat any electronic attempt to reinstall redacted 
information by physically removing SSNs permanently from the 
document.  
 
This Report sets out principles and functionalities for software redaction 
systems and three recommendations for the redaction of SSNs from 
electronic land records.  
 
Redaction Principles: 
 

• Redaction should always be carried out on copies and never result 
in the removal of text from an original document. 

• Redaction should be limited to SSNs and performed on a “day-
forward” and on a “back-file” basis, as defined in the Glossary to 
this Report. 

• Redaction should be performed by persons who are 
knowledgeable and trained in redaction; and the circuit court 
clerks may choose to engage vendors to perform these functions. 

• Decisions regarding redactions need to be documented and 
stored. Most software redaction systems automate this process. 

 
Functionality of Software Redaction System: 
 

• Compatibility with the circuit court clerks’ electronic recording 
(eRecording) and secure remote access systems. 
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• Employ Optical Character Recognition or other software 
applications which are capable of translating images of 
typewritten text into machine-editable text. 

• Ability to accurately store and process date/time data between 
the nineteenth through the twenty-second centuries, with leap 
year calculations. 

• Retain original electronic files in their native formats. 
• Perform automatic data extraction by file property/attribute and 

document property. 
• Automated redaction process workflow should include, but is not 

limited to, the following steps: Input (image scanning); Field 
Identification (locate and read SSNs); Validation (test the 
accuracy of data recognition); Quality Control (ensure data 
recognition is accurate); Redaction (permanently removes SSNs 
and documents the decision); Output (publish the redacted 
documents). 

• Perform “back-file” redaction from 1935 to the present as one 
project and, at least annually, perform “day-forward” redaction. 

 
   Recommendations:  

 
Recommendation 1. Perform redaction of SSNs on both a “day-
forward” and “back-file” basis from electronic copies of previously 
recorded land records through the use of a software redaction system. 
  
Recommendation 2. Require vendors adhere to the Guidelines for 
Functionality of Software Redaction Systems and the Redaction 
Principles set out in this Report. 
 
Recommendation 3. Estimate the number of images in their land 
records database for the period January 1, 1935, to June 30, 2007, and 
provide that information so that it can be included as a supplement to 
this Report. 
  
Recommendation 4. Plan for an estimated average redaction cost of 
$0.04 per image for “back-file” redaction and a similar cost for “day-
forward” redaction. The estimated average redaction cost is based on 
information VITA received from several vendors regarding their pricing 
structure. 
 
 



  Redaction Methods for SSNs Report 
                                                              Version 1.0, October 2006 

 
 

Virginia Information Technologies Agency 
8 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

(This page is blank, intentionally.) 



  Redaction Methods for SSNs Report 
                                                              Version 1.0, October 2006 

 
 

Virginia Information Technologies Agency 
9 

                     I. Background 
 
The following is an overview of the background of the automation of the 
land records project and a brief legislative history from 1996 to the 
present, including the legislation authorizing VITA to develop Methods 
for the Redaction of Social Security Numbers from Electronic 
Land Records.   
 

• In 1996, the General Assembly established the “technology trust 
fund” for the purpose of automating land records and making 
them available online “on a statewide basis” (§ 17.1-279 of the 
Code of Virginia).  At the time, the Internet was in its formative 
stages and was not widely used in commercial, governmental or 
personal transactions.  As the Internet and technology matured 
and the General Assembly determined, as a matter of public 
policy, that the online information should be secure and available 
only to subscribers, the automated land records project evolved 
into providing “secure remote access” to land records.  A number 
of clerks began automating their land records using the 
technology trust fund money and, in many cases, money from the 
localities.    

 
• In 2003 the General Assembly enacted HB 2426 (§ 2.2-3802.2 of 

the Code of Virginia) which provided that beginning January 1, 
2004, no court clerk shall post on a court-controlled website any 
document that contains the following information: (i) an actual 
signature; (ii) a social security number; (iii) a date of birth 
identified with a particular person; (iv) the maiden name of a 
person's parent so as to be identified with a particular person; (v) 
any financial account number or numbers; or (vi) the name and 
age of any minor child. The bill also provided an exception for 
circuit court clerks providing secure remote access to their 
records if their network or system used to provide the access has 
been certified by the Department of Technology Planning (now the 
Virginia Information Technologies Agency [VITA]). VITA 
developed standards for secure remote access, which have 
become the “Secure Remote Access Standards” (SEC503-02) and 
has updated those standards annually as the General Assembly 
has made amendments to the legal framework for automation of 
land records and their availability by secure remote access to 
subscribers.   

 
• With the passage of SB 241 in 2004, the General Assembly 

provided further direction for the records automation project, 
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increased the recordation fee from $3 to $5 and set the goal of 
making secure remote access to land records available on a 
statewide basis by July 1, 2006.  In 2004 and 2005, the General 
Assembly began to address the concerns about the existence of 
social security numbers in some limited number of records 
contained in the circuit court clerk’s paper and electronic 
databases.  Legislation was enacted requiring the preparer of a 
document to be recorded to redact the social security number 
prior to recordation. Further, the concept of a “separate 
addendum” was placed in the Code of Virginia, specifically in 
divorce cases, to prevent the placement online of sensitive 
personal information even though it would be made available only 
through secure remote access to subscribers.  Finally, the General 
Assembly narrowed the universe of documents to “land records”, 
with the goal of limiting the scope of documents available to 
subscribers through secure remote access.   

 
• In 2005 the General Assembly passed the Virginia version of the 

Uniform Residential Mortgage Satisfaction Act and the Uniform 
Electronic Recording Act, with a provision that VITA develop 
standards for electronic recording and that the legislation be re-
enacted in the 2006 General Assembly before it would become 
effective.  Those standards, known as the Electronic Recording 
(eRecording) Standards, have been largely developed and will be 
finalized in 2006.  In the 2006 session, the General Assembly 
enacted both “Uniform Acts”, which establish the legal framework 
for recordation of electronic land records in Virginia, similar to 
versions of the “Uniform Acts” to be adopted in all other states. 

 
• Also, in the 2006 session, the General Assembly enacted HB 563 

which, among other things, removed the “goal” that all clerks will 
provide secure remote access by July 1, 2006, and provided 
instead that clerks certify they will provide secure remote access 
to land records on or before July 1, 2007. The bill requested VITA 
to develop methods for the redaction of social security numbers 
from land record documents maintained in electronic form by 
offices of circuit court clerks and made available via remote 
secure access. 
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                   II. Assignment 
 
The Virginia Information Technologies Agency (VITA) is directed by the 
General Assembly through HB 563 to develop methods for the redaction 
of social security numbers (SSNs) from electronic land record 
documents for Circuit Court Clerks. 
 
Redaction is the separation of disclosible from non-disclosible 
information by blocking out individual words, sentences or paragraphs 
or by removal of whole pages prior to the release of the document. For 
the purpose of this report “redaction” relates only to the removal of 
SSNs from land records available via secure remote access.   
 
Prior to development of software programs, the only way to redact a 
SSN from a land record document was to do so manually, and then 
rescan the document. Today, there are software redaction systems 
designed for this purpose and available for application to land records 
maintained by circuit court clerks.  VITA has reviewed several of these 
software redaction systems as part of its work in preparation of this 
Report.  
 
The software redaction systems reviewed by VITA are designed to 
defeat any electronic attempt to reinstall redacted information.  In 
reviewing these software redaction systems, VITA recommends that the 
electronic redaction methods physically remove SSNs permanently from 
the documents and that word processing software functions, where 
redactions can easily be restored should not be used.  Further, VITA 
recommends that setting the background behind text to black or white 
out should not be used, nor should software be used that attempts to 
make images of SSNs unreadable by reducing their size.   
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                  III. Redaction Principles 
 
1. Redaction should never result in permanent removal of text from 

an original document.  Redaction should always be carried out on 
copies of an original document.  This preserves the original 
document as a public record, as defined in the Code of Virginia. 

 
2. As directed by the General Assembly and for the purposes of this 

Report, redaction should be limited to SSNs in land records 
documents available via secure remote access and performed on a 
“day-forward” and on a “back-file” basis.  

 
3. When photocopying an original document prior to redaction, 

reviewers should consider whether any other factors are important 
for the understanding of the material. For example, if color clarifies 
a meaning clear (for instance on a color map), a redacted color 
copy should be released.   

 
4. Redaction should be performed by persons who are knowledgeable 

and trained in redaction of SSNs.  The circuit court clerks may 
engage their vendors to perform these functions so that the day-to-
day responsibilities of the circuit court clerks to the circuit courts 
and the citizens can continue to be provided without interruption.  

 
5. No method, including the use of a software redaction system, 

should be regarded as secure unless it has been tested to ensure 
that it provides for the irrecoverable erasure of redacted 
information to a level of quality assurance set out in the guidelines.  

 
6. Decisions regarding redactions need to be documented and stored. 

Most software redaction systems automate this process. The 
identifying information should include, at the minimum,  

 
a. the name of the person who was responsible for the software 

redaction system that performed the redaction of SSNs;  
b. an identifying document reference and a book and page 

number or instrument number for each redaction indicating 
where the redaction(s) occurred; 

c. the date and time when the redaction was done; and 
d. the identifier which enables easy identification and retrieval of 

the original document and chosen, consistent format. 
 

7. Sample forms for recording decisions can be found at Appendix A. 
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                     IV. Guidelines for Functionality of Software Redaction System 
 
The software redaction system used by the circuit court clerks to 
comply with the Code of Virginia should meet the following guidelines 
 
1. Compatibility with the circuit court clerks’ electronic recording 

(eRecording) and secure remote access systems.  
 
2. Optical Character Recognition (OCR) or other software applications 

capable of translating images of typewritten text into machine-
editable text. 

 
3. Ability to accurately store and process date/time data accurately in 

four (4) digit fields (including, but not limited to, calculating, 
comparing, interfacing and sequencing) from, into, and between the 
nineteenth through the twenty-second centuries, and leap year 
calculations. 

 
4. Ability to retain original electronic files in their native formats. 
 
5. Automatic data extraction by file property/attribute (e.g., filenames, 

file size, creation date, etc.) and document property (e.g., title, 
author, etc.). 

 
6. Automated redaction process workflow that includes, but is not 

limited to, the following: 
 

a. Input: Imaging scanning technologies, such as: WIA (Windows 
Image Acquisition); TWAIN; ISIS (Image and Scanner Interface 
Specification); SANE (Scanner Access Now Easy), etc., that 
provide access to technical applications such as  flatbed scanners, 
handheld scanners, video- and still-cameras, frame grabbers, etc. 
 

b. Field Identification: Automated field identification rules locate and 
read SSNs in nine (9) digit fields, with or without hyphens, printed 
on either one line or split over a line brake. 
 

c. Validation: Test the accuracy of data recognition through manual 
and automated validation. Use manual validation processing by an 
operator, if so designated, or an automatic process in the 
background using operator preset confidence levels. 
 

d. Quality Control: Apply automatic quality control (QC) to ensure 
data recognition is accurate (e.g., scoring below an operator 
designated level would flag the image for additional manual 

http://searchsmb.techtarget.com/sDefinition/0,290660,sid44_gci214132,00.html
http://en.wikipedia.org/wiki/Windows_Image_Acquisition
http://whatis.techtarget.com/definition/0,289893,sid9_gci213232,00.html
http://en.wikipedia.org/wiki/ISIS
http://en.wikipedia.org/wiki/Scanner_Access_Now_Easy
http://en.wikipedia.org/wiki/Image_scanner
http://en.wikipedia.org/wiki/Handheld
http://en.wikipedia.org/wiki/Frame_grabber
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validation processing and send it to a selected queue).  The QC 
process should take into consideration: 

 
i. the condition of the document and the quality of the 

image to be redacted, including the sharpness of the 
image as determined by dots per inch (DPI); and  

 
ii. the ability to achieve a level of accuracy of at least 95%, 

however the level of accuracy may be negatively affected 
by the quality of the image from which the SSN is being 
redacted. 

 
e. Redaction: Use secure effective redaction software that alters the 

copy (not the original) by removing the original text containing 
the SSN and overlaying the space previously occupied by the SSN 
with a graphical element such as a black rectangle.  The original 
text remains in the original file and not in the copy, therefore, it 
can not be uncovered by simply deleting the overlaying graphics; 
and, the redaction software documents and stores the redaction 
decision.  

 
f. Output: Publish the redacted documents as a TIFF, Portable 

Document File (PDF), secure Content Sealed Format (CSF) or 
other technological application. 

 
g. A redaction software system that meets these guidelines should 

be run at least annually following the completion of the “back-file” 
redaction of SSNs from all land records from January 1, 1935.  
This will serve as a back-up to the existing provisions of the Code 
of Virginia that require SSNs be removed by the attorney or party 
preparing a document for recordation.   

http://en.wikipedia.org/wiki/PDF
http://en.wikipedia.org/wiki/PDF
http://en.wikipedia.org/wiki/Content_Sealed_Format


  Redaction Methods for SSNs Report 
                                                              Version 1.0, October 2006 

 
 

Virginia Information Technologies Agency 
15 

                    V. Recommendations 
 
Recommendation 1. The Workgroup recommends Circuit Court Clerks 
perform redaction of SSNs from land records available via secure 
remote access on a:  

 
a. “day-forward” basis from electronic copies of land records at 

least once every 12 calendar months through the use of a 
software redaction system; and  

 
b. “back-file” basis from electronic copies of previously recorded 

land records through the use of a software redaction system. 
 

Recommendation 2.The Workgroup recommends Circuit Court Clerks 
require in the vendor contract that their vendors adhere to the 
Guidelines for Functionality of Software Redaction Systems and the 
Redaction Principles set out in this Report.    
 
Recommendation 3.  The Workgroup recommends Circuit Court Clerks 
request that their vendors estimate the number of images in their land 
records database for the period January 1, 1935, to June 30, 2007, and 
provide that information so that it can be included as a supplement to 
this Report.   
 
 Recommendation 4.   The Workgroup recommends Circuit Court 
Clerks plan for an estimated average redaction cost of $0.04 per image 
for “back-file” redaction and a similar cost for “day-forward” redaction.  
The estimated average redaction cost is based on information VITA 
received from three vendors regarding their pricing structure for the 
software redaction system and the employee responsibilities attendant 
to running the software redaction system. 
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Appendix A: Sample Form for Recording Redaction Decisions  
 
Sample form for recording redaction decisions 
Redaction 
Date  

Document 
Reference (Book 
& Page No.)   

Reviewer’s 
comments  

Any other comment  

    
    
    
    
    
    
    
    
 
 
Example of form to record decisions and pass on information to 
document editors carrying out redaction 
 
Editing requirements: Document Name: ______  

       Document Section: ______  
 
Book 
No.  

Page 
No. 

Paragraph No. 
(If available) 

From (inclusive)  To (inclusive)  
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Appendix C: Glossary  
 
Authentication – The term “authentication” refers to the process of verifying the 
identity of a user. 
 
Authorization – The term “authorization” refers to the process of establishing and 
enforcing a user’s rights and privileges to access specified resources. 
 
Back-file – The term “back-file” redaction means the redaction of social security 
numbers from land records that exist in the database of a circuit court clerk prior to 
the date of completion of redaction.    
 
Best Practice - The term “best practice” means a guideline or specification that is 
advisory in nature and whose compliance is strongly recommended; however, it is not 
binding on Agencies.   
 
Confidence Level - A measure of how reliable a result is, expressed as a percentage 
that indicates the probability of the result being correct. 
 
Data – The term “data” includes, but is not limited to, data in a database, information 
about an OS, operational policies and procedures, system design, organization policies 
and procedures, system status, and personnel schedules. 
 
Day-forward – The term “day-forward” redaction means the redaction of social 
security numbers from land records that exist in the database of a circuit court clerk 
since the last redaction. As provided in the “Guidelines”, “day-forward” redaction 
should occur at least once every 12 calendar months, measured from the most recent 
redaction.   
 
Encryption – The term encryption refers to the process of converting computer data 
and messages to something incomprehensible by means of a key, so that the data can 
be reconverted only by an authorized recipient holding the matching key.  
 
Information – The term “information” means any communication or representation 
of knowledge such as facts, data or opinions in any medium or form, including textual, 
numerical, graphic, cartographic, narrative or audiovisual forms. 
 
Information Resources – The term "information resources" includes government 
information, information technology and associated personnel. 
 
Information Systems - The term “information systems” means a discrete set of 
information resources organized for the collection, processing, maintenance, 
transmission and dissemination of information in accordance with defined procedures. 
 
Information Technology –The term “information technology” means hardware and 
software operated by an organization to support the flow or processing of information 
in support of business activities, regardless of the technology involved, whether 
computers, telecommunications, or other.  In the Commonwealth of Virginia, 
Information Technology means telecommunications, automated data processing, 
databases, the Internet, management information systems, and related information, 
equipment, goods, and services. 
 
 

http://encarta.msn.com/encnet/features/dictionary/DictionaryResults.aspx?refid=561502984
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Quality Control – The term “quality control” means the assessment of product 
compliance with stated requirements. Quality control should be independent from 
production.   
 
Redaction- The term “redaction” refers to the software redaction system that redacts 
social security numbers from land records maintained by a circuit court clerk.   
 
TIFF – (Tag Image File Format) is a common format for exchanging raster graphics 
(bitmap) images between application programs, including those used for scanner 
images. 
 
User – The term “user” means an individual or group who has access to an 
information system or its data.

http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://foldoc.org/foldoc.cgi?quality+control
http://searchsmb.techtarget.com/sDefinition/0,290660,sid44_gci214180,00.html
http://searchsmb.techtarget.com/sDefinition/0,290660,sid44_gci214180,00.html
http://searchsmb.techtarget.com/sDefinition/0,290660,sid44_gci214180,00.html
http://searchsmb.techtarget.com/sDefinition/0,290660,sid44_gci214180,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci212871,00.html
http://searchsmb.techtarget.com/sDefinition/0,,sid44_gci211672,00.html
http://whatis.techtarget.com/definition/0,,sid9_gci212942,00.html
http://whatis.techtarget.com/definition/0,,sid9_gci212942,00.html
http://whatis.techtarget.com/definition/0,,sid9_gci212942,00.html
http://whatis.techtarget.com/definition/0,,sid9_gci212942,00.html
http://whatis.techtarget.com/definition/0,,sid9_gci212942,00.html
http://whatis.techtarget.com/definition/0,,sid9_gci212942,00.html
http://whatis.techtarget.com/definition/0,,sid9_gci212942,00.html
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